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Protecting Trade Secret and 
Confidential Information

 Federal Law

 State Law

 Contract
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Importance of Contractual Protections 
for Confidential Information

 Compliance with federal and state trade 
secret statutes

 Clearly communicate employees’ 
obligations

 Attorneys’ fees recovery in litigation
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Federal Trade Secret Protection

 Defend Trade Secrets Act

– Federal statute prohibiting misappropriation of trade 
secrets

– Injunctive relief, damages, and exemplary damages 
and attorneys’ fees (if willful and malicious 
misappropriation)

 Computer Fraud & Abuse Act
– Prohibits knowingly and with intent to defraud, 

accessing a protected computer without authorization, 
or exceeding authorized access, and obtaining 
anything of value ($5,000+)
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DTSA or CFAA?

 DTSA – Information rises to the level of 
a trade secret

 CFAA – Unauthorized access
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State Trade Secret Protection

 State Trade Secret Statutes
– Many based on the Uniform Trade 

Secrets Act
– Injunctive relief and money damages
– Exemplary damages and attorneys’ 

fees
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State Trade Secret Protection

 State Common Law
– Breach of fiduciary duty
– Conversion
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Contractual Trade Secret 
Protection

 Confidentiality Covenant
– Covenant not to use or disclose 

employer’s confidential information and 
trade secrets for any purpose other than 
performance of employee’s job duties 
on behalf of employer.

– In most states, can be perpetual in 
nature.  Some states require a 
reasonable time limit.
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Confidentiality Covenants

 Define “Confidential Information” and 
include non-exclusive list that identifies 
types and categories of information 
employer is most concerned about 
protecting.

 Include carve-out for reports to 
governmental agencies (EEOC, SEC, 
Congress, etc.).
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Confidentiality Covenants

 Risk in being over-inclusive in defining 
“Confidential Information” to include all 
company information.

 Some states will find overinclusion 
renders the covenant unenforceable in 
its entirety.
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DTSA “Safe Harbor”

 Defend Trade Secrets Act includes a 
“safe harbor” provision.  
– Required in order to get attorneys’ 

fees and exemplary damages.
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Non-Competes

 The state law applicable to an agreement can determine 
the ultimate outcome as to whether the non-compete is 
enforceable

 Some states do not allow non-competes

– California: all restrictive covenants are invalid (except 
confidentiality agreements). Cal. Bus. & Prof. Code §
16600.

– Oklahoma: non-competes are invalid, some 
customer/employee non-solicits are allowed.  Okla. 
Stat. tit. 15, §§ 219A & 219B.

– North Dakota: non-competes and customer non-
solicits are invalid, some employee non-solicits are 
allowed.  N.D.C.C. § 9-08-06.
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Non-Competes (cont.)

 Other states impose very specific requirements 
for enforceability:
– Louisiana: Must specifically name the parishes and/or 

municipalities where the restrictions apply. La. Rev. Stat. 
Ann. § 23:921.

– Massachusetts: Agreement must be provided by earlier of 
offer of employment or 10 days before employment starts. 
Restrictions generally cannot last longer than 12 months. 
Mass. Gen. Laws c. 149, § 24L.

– Washington: Cannot use non-competes with employees 
earning less than $100,000 per year. RCW § 49.62.020.

– Florida: Restrictive covenants are considered presumptively 
reasonable if last 6 months or less; and presumptively 
unreasonable if last more than 2 years. Fla. Stat. § 542.335.
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Consideration for Restrictive 
Covenants

 What is sufficient consideration will vary 
from state to state.

 New Employment v. Continued 
Employment
– E.g. Illinois: allows continued 

employment, but only if it lasts for two 
years.

 Promotion, payment, or some other 
change in employment conditions.
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Texas Non-Compete 
Consideration

 Ancillary to or part of an otherwise 
enforceable agreement that is related to 
a protectable interest.
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Reasonableness Considerations

 Non-Compete must be reasonable in (1) time, (2) scope, and (3) geography.
– What is reasonable under these factors may vary from state-to-state, and will 

also vary depending on the employee’s role with the company.
 Time: How long will company’s confidential information and customer goodwill 

provide a competitor with an unfair competitive advantage?
 Scope: Typically can prohibit an employee from performing—or supervising—

same or similar duties for a competitor. Generally can’t stop employee from 
working for a competitor “in any capacity” (i.e. can’t stop them from being the 
janitor).

 Geography: Typically limited to locations where employee worked or had 
influence, or where employee could unfairly compete.
– Sales Employee: Typically must be limited to their sales territory.
– Commodities Trader: Could be as broad as where the company does business, 

which could be worldwide.
– President of the company: Could be as broad as where the company does 

business.
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Customer Non-Solicitation 
Covenant
 Must be limited to customers with whom employee had 

business-related contact or about whom  employee had 
access to confidential information.

 Geography: If the customer non-solicitation covenant is 
limited to particular customers, most states do NOT 
require a geographic limitation.

 Scope: Should be limited to soliciting the customers for 
competing business (i.e., can solicit them for something 
entirely different).

 Time: How long will company’s confidential information 
and customer goodwill provide a competitor an unfair 
competitive advantage for soliciting customers?
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Will a Court Blue Pencil or Modify an 
Overbroad Restrictive Covenant?

 Depends on the state; words carry specific meaning in this context.
 Strict Enforcement: Court will strike an overbroad restrictive covenant in 

its entirety.  
– E.g., Nebraska: “[I]t is not the function of the courts to reform a covenant not to 

compete in order to make it enforceable.”  H & R Block Tax Servs., Inc. v. Circle 
A Enterprises, Inc., 693 N.W.2d 548, 552 (2005).

 Blue Pencil: Court will only remove words and, if covenant remains 
enforceable, Court will enforce it with offending words removed.
– E.g., North Carolina: “[A] court cannot rewrite a faulty covenant not to compete 

but may enforce divisible and reasonable portions of the covenant while striking 
the unenforceable portions.”  Beverage Sys. of the Carolinas, LLC v. Associated 
Beverage Repair, LLC, 784 S.E.2d 457, 460 (2016).

 Modification: Court will modify the overbroad restriction and enforce it to 
the largest extent possible by, essentially, re-writing the restriction. 
– E.g., Texas: Statutorily requires judicial modification. Tex. Bus. & Com. Code §

15.51.



19

Multi-State Restrictions

 Challenge to create a one-size-fits-all restrictive 
covenant agreement for multi-state employers.

 One option: use the lowest common 
denominator.  
– The downside to this approach is that it will 

unnecessarily limit the restrictions in states that would 
have provided the company with more protection.

– This is also not an option if the company has 
employees in California.

 The better approach is one of the following:
– Separate agreements for individual states.
– General agreement, with state-specific appendices.
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CLE Code 1

 Noncompete
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Recent Developments
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No-Poach Agreements

• Have caught the attention of DOJ/FTC
• In October 2016, DOJ announced it would 

criminally prosecute naked wage-fixing and no-
poach agreements:

“Going forward, the DOJ intends to proceed criminally 
against naked wage-fixing or no-poaching agreements. 
These types of agreements eliminate competition in the 
same irredeemable way as agreements to fix product 
prices or allocate customers, which have traditionally 

been criminally investigated and prosecuted as 
hardcore cartel conduct.”

- DOJ/FTC Antitrust Guidance for HR Professionals
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What is a “Naked No-Poaching 
Agreement”?

 (1) Agreement between employers not to solicit or hire 
the others’ employees; and

 (2) Separate from or not reasonably necessary to a 
larger legitimate collaboration (like a legitimate joint 
venture)

 These agreements are per se illegal
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DOJ Enforcement

 Since October 2016: “the DOJ may, in the 
exercise of its prosecutorial discretion, bring 
criminal, felony charges against the culpable 
participants in the agreement, including both 
individuals and companies”

 DOJ Consent Judgments (e.g. Adobe, Apple, 
Google, Intel, Intuit, and Pixar)
– Punishable by criminal contempt
– Requires annual training on antitrust laws 
– Allows DOJ to conduct compliance inspections
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“Naked No-Poaching Agreements” 
and Restrictive Covenant Litigation

• An agreement with an employee not 
to solicit employees is not a “naked 
no-poaching agreement”



26

July 9, 2021 Executive Order

• President Biden signed an “Executive 
Order on Promoting Competition in 
the American Economy”

• Encourages the FTC to ban or limit 
non-compete agreements
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July 9, 2021 Executive Order

• Priority of the Biden Administration

“As president, Biden will work with Congress to 
eliminate all non-compete agreements, except the 
very few that are absolutely necessary to protect a 

narrowly defined category of trade secrets, and 
outright ban all no-poaching agreements.” 

- Biden Campaign Website
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July 9, 2021 Executive Order

• Biden’s Executive Order reflects an 
increasingly hostile view towards 
restrictive covenants among some in 
the government:

“It’s simple: companies should have to compete for 
workers just like they compete for customers. We 

should get rid of non-compete clauses and no-
poaching agreements that do nothing but suppress 

wages.”

- Joe Biden, Dec. 23, 2019 Twitter Post



29

Supreme Court Ruling on CFAA

 Van Buren v. United States, 141 S. Ct. 1648 (June 3, 
2021)

 CFAA makes it illegal to “access a computer with 
authorization and to use such access to obtain or alter 
information in the computer that the accesser is not 
entitled to so obtain or alter.”
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Van Buren v. United States

 Supreme Court held that the CFAA “covers 
those who obtain information from 
particular areas in the computer—such as 
files, folders, or databases—to which their 
computer access does not extend.” 

 “It does not cover those who … have 
improper motives for obtaining information 
that is otherwise available to them.”
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Takeaways from Van Buren

 Use policies and protocols to limit 
employees from accessing information 
they don’t have a business reason to 
access

 If employee had access while employed 
and stole trade secrets, the only federal 
claim is likely under the Defend Trade 
Secrets Act
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CLE Code 2

 Trade secrets
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Litigation Strategy
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Sophistication of Trade Secret 
Theft 

 Trade secrets cases becoming 
increasingly technical

 Past: employees caught on camera 
wheeling out cart full of documents

 Now: employees have company data at 
their fingertips:

• iPhones
• Thumb Drives
• External Hard Drives
• Cloud Storage
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Proving Customer Swapping

 Can be difficult if former sales employee is helping 
others do face-to-face customer solicitation 
– Unless there’s an e-mail trail or other documentary 

evidence
 Current sales employees are the best source of 

evidence: “eyes and ears” in the marketplace
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Proving Customer Swapping

 Usually don’t want to involve the 
customer in litigation
– Don’t want to “win the battle and lose 

the war”
 Other proof:

– Historical sales records
– Subpoenas for phone records
– Vehicle GPS records
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Privilege Issues

 To be privileged, communication with lawyer must be 
made for the purpose of providing/obtaining legal 
advice

 What if lawyer is involved in directly negotiating the 
terms of employment with a potential employee? 
– Likely to be viewed by courts as for a business purpose
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Defining Success in Trade Secret / 
Restrictive Covenant Litigation

 Important to make time to do this early
 Determine what is most important:

– Stopping the unlawful conduct 
(injunctive relief)

– Obtaining money damages
– Reimbursement for attorneys’ fees

 Revisit this definition along the way
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Questions?
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Thank you for attending!

Mark D. Temple
713.646.1324
mtemple@bakerlaw.com

Peter J. Stuhldreher
713.646.1398
pstuhldreher@bakerlaw.com

Ashlee C. Grant
713.646.1316
agrant@bakerlaw.com

Nathan A. Schacht
303.764.4029
nschacht@bakerlaw.com
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